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Connected areas of research, each with unique 
motivations and conclusions:

❏ Studied a complex and fragmented ecosystem in the Android updates with 
first- and third-party actors. We uncover insecure update technology and 
harmful privacy practices. Used in some extreme cases for malware 
distribution.

❏ Discovered that installation capabilities are not only in first-party code, but 
in SDKs. In some cases, with capabilities to silently install applications.

❏ Current SOTA tools for static analysis of Android apps do not fit the 
performance demand imposed by the datasets sizes, needing tools that 
perform faster and with less memory consumption.

❏ A large dataset analysis revealed low adoption of software protection 
solutions, despite an increasing trend. Sensitive data applications and 
external market apps use these protections more frequently.
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➢ Software used to update Android devices
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➢ Turns a static supply-chain into a dynamic one

➢ No large-scale analysis was done before
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Research Questions

➢ How to detect a FOTA app? (Detection)

➢ Who is behind these apps? (Attribution)

➢ What capabilities do these apps have? 

➢ And… What behavior do they present?

(Behavioral
Analysis)
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Datasets

Firmware Scanner1 Reputation and 
Installation Logs

● +400K pre-installed 
apps

● Device information

● Reputation logs
● Installed packages 

information

1Gamba, Julien, Rashed, Mohammed, Razaghpanah, Abbas, Tapiador, Juan, and Vallina-Rodriguez, Narseo, “An 
Analysis of Pre-installed Android Software,” in 2020 IEEE Symposium on Security and Privacy (SP), 2020.
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FOTA Finder

❏ Static analysis tool to automatically detect FOTA 
applications.

❏ Search for 4 specific signals related to FOTA:

❖ verifyPackage()

❖ installPackage()

❖ applyPayload()

❖ “/cache/recovery/command” 
and “--update-pacakge”
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2,013
FOTAs

53%

9%

1.6%

9%
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FOTA Telemetry Results

➢ From the 2,013 FOTA apps, we discovered data for 20 of them 
in 961,424 installation events.

➢ Interesting results:
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Malicious Installations

Potentially Unwanted 
Programs (PUP)

❏ adware

❏ smsreg

❏ hiddad

Malware families

❏ triada

❏ necro

❏ guerilla
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Recommendations & Current Improvement Efforts

Although this is not an easy to solve problem, we recommend:

➢ Following best practices in FOTA development
➢ Increase transparency through public documentation
➢ Separate system from non-system installations

Current Google improvement efforts
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Recommendations & Current Improvement Efforts

➢ Separate system from non-system installations
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Recommendations & Current Improvement Efforts
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Recommendations & Current Improvement Efforts

➢ Updates are not the only artifact that can be distributed 
over the air

➢ We found installation capabilities that were interesting to 
study (we call apps with these capabilities OTA)

➢ FOTA research didn’t focus on these capabilities, this gap 
led us to our next research
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OTA (Over-The-Air) Installations

▷ Users can download apps from 
well-known markets .

▷ Third-party markets exist, and they 
offer same, similar or even 
“cracked” versions of legitimate 
apps.

▷ Non-market applications (from 
user devices) can also install other 
apps, or update themselves.
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User-level Installation Mechanisms

➢ Prior to Android API 25
○ global unknown sources permission to control installation.

➢ After Android API 25
○ REQUEST_INSTALL_PACKAGES for each package.

➢ INSTALL_PACKAGES previously used for allowing silent installations. 
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Analysis Dataset
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OTA Hunter & New Signals

❖ Extended version of FOTA Finder with new signals.
❖ Discovered apps were used for their analysis in installation 

events from Norton.
❖ OTA Hunter also retrieves the source from the signals.

* Signals already present in FOTAFinder
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OTA Signals Prevalence
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Evolution of Signals Over Time
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Interesting Findings: Use of Malware Certificate

▷ com.qiku.bbs
▷ com.qiku.gamecenter
▷ com.yulong.android.coolmart
▷ com.icoolme.android.weather

CoolReaper certificate:
5D:F8:F0:82:12:61:A2:34:D1:11:02:8E:FD:DF:FA:3C:88:89:76:49



Conclusions

LIYUZE 2024 年 7 月 23 
日

湖南师范大学 Beamer 模板 89 / 
22

Eduardo Blázquez 25 of September of 2024 89 / 
69

Static Methods for Large-scale Android Supply Chain 
Analysis 

Interesting Findings: Silent Installation in SDKs

SDKs:

▷ Baidu
▷ TCL Technology
▷ Xuan Yi Xia
▷ Tencent



Conclusions

LIYUZE 2024 年 7 月 23 
日

湖南师范大学 Beamer 模板 90 / 
22

Eduardo Blázquez 25 of September of 2024 90 / 
69

Static Methods for Large-scale Android Supply Chain 
Analysis 

Installers Observed in the Telemetry
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Interesting SDK

❏ Digital Turbine

❏ Advertising company focused on mobile devices.

❏ Pre-installed on different devices through 
partnerships with OEMs and network carriers.

❏ Allow the installation of apps through “single-tap” 
technology.
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Remarks on Installation

❏ We have found that different mechanisms are 
available for applications to install apk files.

❏ These mechanisms are not only used in first-party 
code, but also in third-party code (like SDKs).

❏ We have observed that this code has been already 
used with malicious purposes (installation of 
unwanted software)
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Problems Found During the Analysis

❖ More than 2 million apps analyzed.

❖ More than one week to finish the analysis running in 
parallel.

❖ We needed a tool with a better performance for future 
analysis
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Dynamic Analysis vs. Static Analysis
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Kunai Static Analysis
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Kunai Static Analysis
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Kunai Static Analysis
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Androguard vs. Kunai

Androguard

❏ Framework of analysis 
written in Python.

❏ Parsing, disassembly and 
analysis are always run.

❏ Rich API to access all the 
structures.

❏ AST only used for a basic 
decompilation, not 
accessible for analysis.

Kunai

❏ Shared library written in C++

❏ Parsing, disassembly and analysis 
are separated modules.

❏ Similar API to Androguard.

❏ Intermediate Representation 
accessible for analysis.



Conclusions

LIYUZE 2024 年 7 月 23 
日

湖南师范大学 Beamer 模板 106 / 
22

Eduardo Blázquez 25 of September of 2024 106 / 
69

Static Methods for Large-scale Android Supply Chain 
Analysis 

Analysis Dataset

▷ Packages from Google 
Play Top-500 list.

▷ Crawled using an 
Android emulator and 
Pure Python ADB 
library.

▷ 396 apks, 2094 dex files 
(2092 dex analyzed)

▷ Argus malware 
collection with 62 
different malware 
families.

▷ Downloaded from Vx-
Underground.

▷ 8,247 apks, 8,246 dex 
files (8,244)
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Analysis

▷ Our Analysis compared both frameworks using similar 
codes (applying: parsing, disassembly and cross-ref 
analysis).

▷ We run a sequential analysis of each DEX file with each 
one of the frameworks.

▷ We measure and compare three aspects we consider 
important in large-scale analysis:

○ Running time (we compare the speed-up of one 
tool over the other).

○ Memory footprint (we compare the usage of 
memory from each one)

○ Retrieved data (we compare the differences in the 
data obtained with each tool)
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Analysis Time (Androguard vs Kunai)
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Memory Footprint (Androguard vs Kunai)
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Functional Validation (Androguard vs Kunai)

Top-500 Apps Malware Apps
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Top-500 Apps Malware Apps
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Kunai Impact 
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Android Software Protection

➢ Increasing trend on mobile phones usage as an “all-in-one” 
device.

➢ More applications contain sensitive information (e.g. banking, 
medical apps), other apps contain algorithms and intellectual 
property (e.g. video games).

➢ Nowadays existing solutions implement anti-analysis 
techniques, and sell these protections as SDKs, or compilers to 
protection applications.

➢ This research analyze the use of these protections in the wild, 
and in which applications we have detected the use of these 
protections.
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Man-At-The-End (MATE) Attacks
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Protection Techniques
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Android Code Protectors

➢ We analyzed different solutions used to protect Android 
applications.

➢ For the analysis we used APKiD (Android version of PEiD), a 
tool for detecting “packers” through signatures (string or byte 
patterns).

➢ We identified 28 solutions divided in 3 categories:
○ Packers (16): compress/encrypt the code and load 

them in memory during run-time.
○ Obfuscators (7): modify program’s code in order to 

make it harder to understand.
○ Protectors (5): different techniques are applied to 

protect the code (anti-emulation, anti-debugging, root 
checks, etc).
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Android Software Protection in the Wild

Research questions:

➔ RQ1. How prevalent are different protection techniques 
globally in Android applications?

➔ RQ2. Is a protection more commonly found in certain 
categories of applications?

➔ RQ3. What protection techniques are typically used by 
Android malware?

➔ RQ4. How has the use of Android software protection 
evolved over time?
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Dataset
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RQ1: How prevalent are different protection techniques globally in Android applications?
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RQ2: Is a protection more commonly found in certain categories of applications?



Conclusions

LIYUZE 2024 年 7 月 23 
日

湖南师范大学 Beamer 模板 130 / 
22

Eduardo Blázquez 25 of September of 2024 130 / 
69

Static Methods for Large-scale Android Supply Chain 
Analysis 

RQ2: Is a protection more commonly found in certain categories of applications?



Conclusions

LIYUZE 2024 年 7 月 23 
日

湖南师范大学 Beamer 模板 131 / 
22

Eduardo Blázquez 25 of September of 2024 131 / 
69

Static Methods for Large-scale Android Supply Chain 
Analysis 

Most common protections in Finance category:

RQ2: Is a protection more commonly found in certain categories of applications?
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RQ3: What protection techniques are typically used by Android malware?

Most common protections in Malware:
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RQ4: How has the use of Android software protection evolved over time?

Longitudinal analysis of software protection
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Remarks

❖ Modern applications store increasingly sensitive 
information, making it crucial for developers to prioritize 
code protection.

❖ Detecting software protection tools remains challenging, 
but APKiD offers a best-effort approach using byte and 
string pattern analysis.

❖ While software protectors have low overall adoption, our 
analysis shows a growing use of packers and obfuscators.

❖ Certain app categories, such as Finance apps on Google 
Play and apps from Chinese markets, show greater concern 
for implementing security measures.
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Published Research
▷ “Trouble Over-The-Air: An Analysis of FOTA Apps in the 

Android Ecosystem.” E. Blázquez, S. Pastrana, Álvaro Feal, 
Julien Gamba, Platon Kotzias, N. Vallina-Rodriguez, J. 
Tapiador.

○ Published in: 2021 IEEE Symposium on Security and 
Privacy

▷ “Kunai: A static analysis framework for Android apps.” 
Eduardo Blázquez and Juan Tapiador.

○ Published in: SoftwareX

▷ “Practical Android Software Protection In The Wild” 
Eduardo Blázquez and Juan Tapiador

○ Submitted
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Other Contributions
➢ Other papers:

○ “Mules and Permission Laundering in Android: Dissecting 
Custom Permissions in the Wild” Julien Gamba, Alvaro Feal, 
Eduardo Blazquez, Vinuri Bandara, Abbas Razaghpanah,  
Juan Tapiador, and Narseo Vallina-Rodriguez

■ Published in: IEEE Transactions on Dependable and 
Secure Computing

➢ Books:
○ “Fuzzing Against the Machine: Automate vulnerability 

research with emulated IoT devices on QEMU” Antonio 
Nappa, Eduardo Blazquez

■ Book published by: Packt Publishing
➢ Other Conferences:

○ “Using MLIR for Dalvik Bytecode Analysis”
■ EuroLLVM 2023
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Published Tools

❏ FOTA Finder - tool for discovering FOTA signals in Android 
applications.

❏ DEXtripador - plugin for FOTA Finder to extract DEX files 
from optimized ODEX files.

❏ OTA Hunter - tool for discovering installation signals on 
Android applications.

❏ KUNAI - library for static analysis of DEX files and APK 
files.
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❏ An analysis of 2,013 FOTA apps revealed a fragmented ecosystem 
with multiple first- and third-party actors, leading to privacy issues 
and potentially harmful behaviors. We also found that FOTA apps 
can install non-system and potentially unwanted apps.

❏ We observed that app installations come not only from first-party 
code but also from third-party SDKs. The case of “Digital Turbine” 
shows that these SDKs can be used to install potentially unwanted 
apps.

❏ We created an efficient analysis library suitable for large-scale 
analysis, with a design that supports extensibility for new file 
formats.

❏ While security protections for Android apps are increasing, 
adoption remains low overall, except for higher usage in Chinese 
markets and financial apps like Google Pay.
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Conclusions
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Time for Q&A
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