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% Doctor en Informatica por la UC3M

% Java Compiler Engineer en Quarkslab

** Principal desarrollador de Shuriken-Analyzer
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¢Qué vamos a ver hoy?

o Analisis estatico de formatos binarios

0 Formato DEX (Dalvik EXecutable)

e Shuriken-Analyzer

G Manos a la obra :D

Quarkslab



Analisis estatico de formatos binarios




Analisis estatico de binarios

% Proceso de razonamiento de un binario sin necesidad de ejecutarlo, y con la intencion de
extraer informacion sobre este.

% Necesitamos realizar diferentes procesamientos y transformaciones para poder extraer de
informacion, sin necesidad del codigo fuente.

% Diferentes procesos a realizar: parsing de las estructuras del binario, desensamblado de las
instrucciones, analisis del flujo de control y analisis del flujo de datos.

% Diferentes usos (legitimos y no legitimos):

Analisis de Malware

Recompilacion de binarios a nuevos/otras arquitecturas
Analisis de Vulnerabilidades

Modificacion del Software

Extraccion de propiedad intelectual

VYVYVYY
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Ejemplo de pipeline de Analisis

Binario/Bytecode

62000300
70200900
08006€10
0b000800
0a000000
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Parsing - 1

E XECUTABLE amo LINKABLE FORMAT

ANGE ALBERTINI 5

http://www.corkami.com

P

FIELDS VALUES
me@nux:~$ ./mini e_ident
. 5 EI_MAG @x7F, "ELF"
Zg@nux. $ eChO $. EI_CLASS, EI_DATA lELFCLHSSBZIELFDHTHZLSB
ELF HEADER e
e_machine 3EM_386
8 1 2 3 45 6 7 8 9A B CDEF IDENTIFY AS AN ELF TYPE e_version 1EV_CURRENT
@9: 7F .E .L .F 01 o1 SPECIFY THE ARCHITECTURE
19: 82 00 63 00 01 00 0O 00 40 00 80 00 e_phoff 9x0000040
20: 34 08 91 08 e_ehsize 0x0034
49:féi'é'a'”e'e'”e'e'”e'é"éé"é'e"éé """"""""" 80 00 00 08 e_phnum 9001
59: 70 00 00 00 LS 1 1 1 b‘_’;é‘,b‘é """""""""""" i'p‘f_‘L'og‘D """"""""""
_offset
60: BB 27 90 90 00 BS @1 06 00 88 CD 80 PROGRAM HEADER P 0
TABLE p_paddr 8X8000000
EXECUTION INFORMATION B 41 1EsR 6x8888070
MNI e P

CODE

mov ebx, 42

mov eax, SC_EXIT'

sue 80 ~return 42;
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Parsing - 2

ELf Program Header:
TYPE FLAGS
P.Addr

R
0x0000000000000040

R
0x0000000000000318

[Program Interpreter:

R
Ox0000000000000000

R X
0x0000000000004000

R
0x0000000000019000

RW
Ox0000000000021f30

RW
0x0000000000022a38

Offset V.Addr
F.Size M.Size Align

Ox0000000000000040 OxO0000000000000040
0x00000000000002d8 Ox00000000000002d8 Ox8

Ox0000000000000318 Ox0000C0000O0CO318
0x000000000000001c OxO000000000000001c Ox1
/1ib64/1d-1linux-x86-64.50.2]

0x0000000000000000 OxO000000000000000
0x00000000000036T8 OxO0000000000036f8 O0x1000

0x0000000000004000 OxO0000000000004000
0x0000000000014db1 Ox0000000000014db1 0x1000

0x00000000000195000 OxO0000000000019000
0x00000000000071b8 Ox00000000000071b8 0x1000

0x0000000000020f30 Ox0000000000021f30
Ox0000000000001348 Ox00000000000025e8 Ox1000

Ox0000000000021a38 Ox0000000000022a38
0x0000000000000200 OxO000000000000200 Ox8

(DATA)

(TEXT)

(DATA)

(DATA)
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Desensamblado - 1

Disassembly
Process

N

const/16 vO, 91
invoke-virtual {v4, v0}, int java.lang.String->indexOf{int)
move-result vO
const/16 v1, 93
invoke-virtual {v4, v1}, int java.lang.String->indexOf(int)
move-result ...

.. 01

12 12

32200d 00
3221 0b00
35100900

d8 00 00 01

6e 30 28 9f 04 01
Oc 04

28 02

1204

7020 309d 43 00
Oe 00

Desensamblado Linear Sweep

J L

Recovered
Instructions

Not
processed
bytecodes

Quarkslab



Desensamblado - 2

-
const/16 v0, 91
invoke-virtual {v4, v0}, int java.lang.String->indexOf(int)
move-result vO _
const/16 v1, 93 Linear
invoke-virtual {v4, v1}, int java.lang.String-=indexOf(int) sweep
move-result v1
const/4 v2, 15 - Recove_red
if-eq v0, v2, BB-34 v Instructions
add-int/lit8 vO, vO, 1 Linear
invoke-virtual {v4, vO, v1}, java.lang.String->substring(int,int)

Control move-result-object v4 sweep

flow goto BB-36 v >

12 04 Not
70 20 30 9d 43 00 processed
Oe 00 bytecodes

Desensamblado Recursive Traversal
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Desensamblado - 3 & Analisis - 1

firstFlagCheck 9x0004 68401870
secondFlagCheck Bx000-
thirdFlagCheck O x00 0«

FourthFlagCheck Ux00o- Eaipasl
sub_4021d@ 0x008: sossdiads s N s

PB40187¢ lea rdi, [rel f
00401881 push ri4 saved

00401870
00401874 push ri5 {__saved_r1

keyMethod Bx00 0«
puts_exit Bx000«
read Bx000:-
firstFlagCheckNotObfu.. 8x088: s push  riz {__saved_
nonObfuscatedRead Ax000: 00401887 push rbx {__saved_

sub 402520 Bx 00 n- 0040188!¢ sub rsp, 6x810

0040188f lea ri2, [rsp+0x40 {buff
9040189 movaps xmmword [rsp+0x40
004061899 movaps xmmword [rsp+8x50
0040189¢ movaps xmmword |[rsp+8x60
904018a3 movaps xmmword [rsp+8x70
904018a movaps xmmword [rsp+0x86
004018beE movaps xmmword [rsp+8x90
904018b8 movaps xmmword [rsp+8xa@ |
0084018céE movaps xmmword [rsp+8xb8 {buff[E
004018c8 movaps xmmword [rsp+8xc@], xmm®©
0040618d¢e movaps xmmword [rsp+8xd® {var_7
004018d¢ movaps xmmword [rsp+@xe®
004018e0 f movaps xmmword [rsp+0xf@

AB40818e! mo | sp+Bx1068

00401883 push ri3 {__saved_

cmpSecondFlag BxP0P.
finalCheck Bx000«
init Ax0B0«
fini BxBBH«
_fini BxB00H¢-
BxPBB«
POx00Bv«
OxB0H«
PxBBh«
BOx00BH-
B xB«
BxPBB«

XL

Presentacion de Desensamblado y Reconocimiento de Funciones
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void getSecretCode(java.lang.String)

const/16 v0, 91
invoke-virtual {v4, v0}, java.lang.String->indexOf(int)
move-result v
const/16 v1, 93
invoke-virtual {v4, v1}, java.lang.String->indexOf(int)

add-int/lit8 vO, v0, 1

move-result-object v4
goto 54

invoke-virtual {v4, v0, v1}, java.lang.String->substring(int,int)

move-result vl
const/4 v2, 15
if-eq v0, v2, 13
A
’ if-eqvl, v2, 11
l (.
igevo,v1, 9 | )
L \
‘ 1
vy VY
const/4 v4, 0

Quarkslab

|

return-void

invoke-direct {v3, v4}, Activity3->sendToServer(java.lang.String)

Control-Flow Graph



authenticateUser

handleLogin

= BN

/’/—-'— E.'\'\ /""'-——__ ___‘\"‘
" / RN | y:
II getText |: getText
N\

Call Graph
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/ class Foo class Foo2 \

xref to MethodB
MethodA MethodA calls Foor2->MethodB at line X
-—"ﬂ-‘_—-
invoke Method B = return
xref from
\ MethodB called from Foo->methodA at line X J
T

Cross-References
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Herramientas de Analisis Estatico - IDA Pro

B ey 88y @@ ok @ Py e X b @ O Nodebugger W23 2B @ ES il
N AN DI [N [ | Im 10 1 11171 . B
Library function . Regular function B Instruction Data Unexplored External symbol . Lumina function
[7] Functions window =N N} e Hex View-1 oA Structures LJial Enums Imports F Exports
Function name Seg
[F] _init_proc ini
[7] sub_8048330 plt ==
[F] __gmon_start__ plt
[7] _libc_start_main .pk
[7] _write pk ; Attributes: bp-based frame fuzzy-sp
¥ f plt
%s'alrstoc% -Acan re' ; int _ cdecl main(int, char **, char *¥)
53 te: :
= | main proc near
Lisub_8048380 te: ; ___unwind {
% sub_8048410 te: P‘l!h ebp
| 7] sub_8048434 te; mov ebp, esp
[7] sub_8048451 te: and esp, OFFFFFFFOh
[7] sub_80484F7 te: ub e 10h
|71 main te:
7] init te v dword ptr [esp+4], offset aReversingKrEas ; 'Reversing.Kr Easy ELF\n\n"
7 fini e v dword ptr [esp], 1 ;
7] sub_80485F2 te: E&T1;  Ewrite
e ' call sub_8048434
7] sub_8048600 1o call sub_8048451
[7] _term_proc fin lemp eax,
[7] libe_start_main ext jnz short loc _804855B
(7] write ext < T T 3
=1 _isoco9. ¢ t e @==
% o i call  sub_80484F7
S mov eax, 0 loc 804855B: ;n
[jmp short locret_804857C dword ptr [esp+8], 6
ne v dword ptr [esp+4], offset aWrong ; "Wrong\n"
Line 13 0f.22 v dword ptr [esp], 1 ; fd
Ak Graph overview 00 call _write
f i v eax, 0
= 3§ '
l_‘j i locret_804857C:
; 1oara
100.00% (-459,-106) (12,688) 4 24: main+9 ( ized with Hex View-1)
[T QL Register View O ® @ [T qL Stack View =N W) Output window =N - N~}

Reg value at { IDA Address:0x8048524 | QL Address:0x8048524 } esi : 0000000077699000 — T TR TTmTEmEm e
Stack at Ox7FF3CE60 [INFO] [custom_script:13] edi : eip : 1
eax: Ox7769ADD8 ecx: Ox59FE442C edx: Ox7FF3CEA4 S IRFOT et attooineT &1 .
ebx: 0x00000000 esp: Ox7FF3CE60 ebp: Ox7FF3CE78 7FF3CDE8: 774BF2F0 cr3 : 0000000000000000
esi: 0x77699000 edi: 0x00000000 eip: 0x08048524 7FF3CDEC: 00000001 gi:’?l‘[)g‘o‘;:ggoa::ggsog” créd : Ll
ef: 0x00000006 cs: 0x0000001B ss: 0x00000028 7TFF3CDF0: 00000000 lmﬂ;l [custom_script:13] cr7 : crs
ds: 0x00000028 es: 0x00000028 £s: 0x00000000 7FF3CDF4: 00000001 cr9 : 0000000000000000
gs: 0x00000063 st0: 0x00000000 stl: 0x00000000 7FF3CDF8: 047E1940 [I3ro) Lcustom scriptill] crio eril:
st2: 0x00000000 st3: 0x00000000 st4: 0x00000000 7FF3CDFC: 047D2121 [INFO] [custom_script:13] crl3: crla:
st5: 0x00000000 st6: 0x00000000 st7: 0x00000000 7FF3CE00: 08048034 ?i:él?gggzggoggggggog” ot 5 .
7FF3CE04: 00000009 5t2 : 0000000600000000 i i
7FF3CE08: 00000000 [xno;sggaggzo;gsaggogu st3 : st :
& t5 :
7FF3CEOC: 047E1000 :mrol [custom_script:13] st6 : st7 :
7FF3CE10: 00000000 ef : 0000000000000002
7FF3CEl4: 00000000 [INFO] [custom_script:13] cs : 1b 58
: 0000000000000028
7FF3CE18: 00000000 [:m’o] [custom_script:13] es : fs
7FF3CE1C: 08048380 g8 ¢ 0000000300000063
Python

0 0
AU: idle  Down Disk: 453GB
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Herramientas de Analisis Estatico - Binary Ninja

File Edit View Analysis Debugger

=) madame.bndb e +

# Symbols Q =
Addres *

000«

Name

main

sub_401246
aer jister_tm_
sub_4061280

INIT ¢
thirdCheck
checkFourthFlag
sub_40617co
firstFlagCheck
secondFlagCheck
thirdFlagCheck
FourthFlagCheck
sub_40621d0
keyMethod

[

Cross References

» Filter (5)
~ Code References

<

ELF v

Plugins Window

int32_t

Help

Graph v

madame.bndb — Binary Ninja Personal 4.2.6204-dev

Medium Level IL v

ethod

2 90402

D 904 F
0040220e
004 .

@ 00402

module = @
exponent = @
rsa_key = RSA_new()
zmme . xmme zx.0(9)
* rdi = &module
__builtin_memset(s: &user_buffer_encrypted:8, c: 8, n:
r12 = rsa_key
BN_hex2bn(rdi, 344962714144
* rdi_1 &exponent
BN_hex2bn(rdi_1
rdx exponent
rsi module
rdi_2 ri2
RSA_set@_key(rdi_2, rsi, rdx,
char (* rdx_1)[6x100] &user_buffer_encrypted
rex = ri2
RSA_public_encrypt(0x100, &global_user_buffer
char (* rdi_3 = &user_buffer_encrypted
CHECK3_1 = memcmp(rdi_3, &encrypted_buffer, 256
if (CHECK3_1 != 8) then 206 0x40230d else 21 0x4022e4

Bx108

rdx_2
if (rdx_2 ==

00402310 &CHE 2].d

984082325

}eturn CHECK3_1 26 @ o¢c 22f6 if (CHECK3_1

int32_t CHECK3_1

== @) then 27 Bx402

XCHECK3].d = 1 29
return CHECK3_1 30

00402218

9040228

rdx_1, rcx,

DT_PLTGOT

330 else

&CHECK1

goto

20

1.d =

0x482306d
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Herramientas de Analisis Estatico - Radare2

Settings Edit Tools Search Emulate Debug Analyze Help [0x000070d1]

[x] Disassembly (pd) [cache] off |[X] Functions (afl) [Cache] On
0X00000000 0Xx000070d1 jne 0x7172 0Xx000067d0 46 entryo
0x00000000 Classes 0x000070d7 488d3c49 lea wi L + *x] 0x00016C60 38 sym._obstack_memory_used
0x00000000 Comments 0x000070db call fcn.000158cO ;[1] 0x00016a80 165 -> 162 sym._obstack_begin
0X00000000 Console 0X000070e0 49 mov > 0x00016bf0 73330 -> 102 sym._obstack_free
0x00000000 Database 0x000070e3 movzx 0x00016bb0O 55 -> 45 sym._obstack_allocated_p
0x00000000 Decompiler 0x000070e6 4Ac mov 0x00016aa0 sym._obstack_begin_1
0Xx00000000 Decompiler With Offsets 0Xx000070e9 0x00016ac0 sym._obstack_newchunk
0x00000000 Disassemble Summary 0x000070eb 7464 je 0x7151 0x00004700 sym.imp.__ctype_toupper_
0x00000000 Disassembly 0x000070ed 4c8d35 lea 0x00004710 sym.imp.getenv
0X00000000 Entropy 0Xx000070f4 0Xx00004720 sym.imp.sigprocmask
0x00000000 Entropy Fire 0x000070f6 662e 0x00004730 sym.imp.__snprintf_chk
0x00000000 File Hashes ; CODE XREF from fcn.000070a0 @ 0x7127 0x00004740 sym.imp.raise
0X00000000 Function Calls 0X00007100 45 mov byte 0Xx00004750 sym.imp.abort
0x00000000 Functions 0x00007103 48 ) 0x00004760 sym.imp.__errno_location
Graph ; CODE XREF from fcn.00007030 @ 0x7170 0Xx00004770 sym.imp.strncmp
rbp = Ox00000000 Headers 0x00007107 movzx 0x00004780 sym.imp.localtime_r
rflags = 0x00000 Hexdump 0x0000710a ) 0x00004790 sym.imp._exit
rsp = Ox00000000 Imports 0x0000710c¢ 7443 je 0x7151 0x000047a0 sym.imp.strcpy
Info j ; CODE XREFS from fcn.000070a0 @ 0x70f4, 0x71 0Xx000047b0 sym.imp.__fpending
Methods 0x0000710e 48 > 0x000047c0 sym.imp.isatty
Relocs 0x00007112 3c2f ¥ 0x000047d0 sym.imp.sigaction
Sections : 0x00007114 75 jne 0x711b 0x000047e0 sym.imp.iswcntrl
Segments i 0x00007116 45 ) 0x000047f0 sym.imp.wcswidth
Show All Decompiler Output 0x00007119 754d jne 0x7168 0x00004800 sym.imp.localeconv
e Stack ; CODE XREF from fcn.000070a0 @ 0x7114
[X] Entropy Fir Strings in data sections [Cache] off ! 0x0000711b movzx ;
Strings in the whole bin 0x0000711e 44 movzx ;
summary ! 0x00007122 41 [
Symbols . 0x00007127 75 jne 0x7100
Tiny Graph i 0x00007129 48 mov ,
Var READ address 0Xx0000712c¢ mov ’
Var WRITE address 0x00007131 31 ,

m o uwnnn

nmauw uwnnn

r15

e e e e e e e e e e e e e e e 0 00O N W

[X] a9fb .. [cache] off

Xrefs Here 0x00007133 48
0Xx00007137 48 lea
0x0000713e 48 mov ’
0x00007145 call sym.imp.__sprintf_chk ;[2]
0x0000714a movzx A [ ]
0x0000714d ’

. 0X0000714f 75 jne 0x710e

i ; CODE XREFS from fcn.000070a0@ @ 0x70eb, 0x710c

[X] Hexdump (xc $rx16) [Cache] Off 0x00007151 45 mov byte [rbp]

- offset - 01 23 45 67 89 AB CD EF 0123456789ABCDEF 0x00007155 4Ac mov )

0Xx000070d1 3c49 49 H.<I I 0Xx00007158 5b

0x000070e1 7464 Ac 35 L tdL.5 0x00007159 5d

0x000070f1 ) 0x0000715a 415c¢

0Xx00007101 74 4348 tCH 0X0000715¢C 415d

0x00007111 0x0000715e 415e

0x00007121 0x00007160

0Xx00007131 0Xx00007161

; 0x197ad ; "
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Herramientas de Analisis Estatico - Ghidra

CodeBrowser: Madam-RE:/madame = O &

Eile Edit Analysis Graph Navigation Search Select Tools Window Help

B e = PRPRE LIQIDULFVEB- @3 vne VREYIDG.L0BO® ] dx| @

Program Trees =Rk 0 E Listing: madame ] . ¥ Il}_ B » @ (=l - X |/ Decompile: thirdCheck- (madame) s - v X
[v B inadaicg: a 00401368(R), 1 A
\/ madame A
L?'@ bes. [' 00401385(R), r 2pool thirdCheck (char *param_1) N
- - — 004013a2(R), 3
Program Tree X 004013bf (R), 4q
004013de (R), S| uint local_c;
- ah B X 004013fb(R), 6
CHN o oo, ) 7 + Flag: Search the book far clues
*» (Cla Imports 00401435(R), 8| local_c = (uint)(*param_l == ;
» O Exports OOAOIASZER;, 9| if (param_1[1] == 'e') {
00401471 (R), 10 local = local + 1;
i) o 3 ;
3 == Functiogs 00401492(R), 11| }
> P Labels 004014af (R), 12| if (param_1[2] == 'a’) {
» O Classes 004014d0(R), 13 local_c = local_c + 1;
» [} Namespaces 004014ed (R), 14| } I
0040150e (R), 15| if (param_1([3] == 'r') {
0040152c (R) 16 local = local +1;
thirdCheck XREF[3] : thirdFlag: 00401d64(c), 0040 17| }
004035a0(*) 18| if (param_1[4] == 'c') {
— po4o1300 3 of 1e fa ENDBR64 19 local ¢ = local ¢ + 1
00401304 S5 PUSH B 20| }
00401305 48 89 e5 MoV BP, RSP 21| if (param_1[S] == 'h') {
00401308 48 89 7d e8 MoV qword ptr [RBP + local_20],RDI 22 local_c = local_c + 1;
0040130c c7 45 fc MOV dword ptr [RBP + local_c],0x0 23 }
00 00 00 00 24| if (param_1[6] == ' ') {
00401313 48 8b 45 e8 MOV RAX,qword ptr [RBP + local_20] 25 local ¢ = local ¢ + 1;
00401317 of b6 00 MOVZX ,byte ptr [RAX] 26| }
0040131a Of be cO MOVSX L 27| if (param_1[7] == 't') {
0040131d 83 c0 of ADD xf 28 local = local +1;
00401320 Of b6 cO MOVZX EAX, Al 29 }
Flag: Search the book for clues 30| if (param_1[8] == 'h') {
00401323 83 f8 62 CcMP EAX, 0x62 31 local_c = local_c + 1;
[ 00401326 75 04 INZ LAB_0040132c 32| }
Filter: 2] 00401328 83 45 fc 01  ADD dword ptr [RBP + local_c],0x1 33| if (param_1[9] == 'e') {
R ———— 34 local = loca +1;
o7 Data Type Manager v X LAB_0040132¢ Sl XREF(1] : 00401326(j) } ; .
[ 0040132c 48 8b 45 e8 MoV aX,qword ptr [RBP + local_20 if (param_1[10] == "' ')
i, SN 0 [T‘E G 00401330 48 83 cO 01 ADD AX, Ox1 local_c = local_c + 1; L
v i3 Data Types 00401334 0f b6 00 MOVZX aX,byte ptr [Rax] Y o o v
00401337 83 fo 3b XOR AX, 0x3b - <« —/—‘,
> & BuiltinTypes 0040133a Of be c0 MOVSX AX, AL v
» £ ©madame <L ~7 > 1@ Decompile: thirdCheck X I tw Defined Strings X J
» € generic_clib_64
=1/ Console - Scripting WAL, S
Filter: )
@| 00401300 [ thirdcheck | enpBRea [
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Herramientas de Analisis Estatico - JEB

- —— .
L.} JEB - C:\Users\nicol\jeb2\jeb3-core\core\testdata\dex\raasta-classes.dex e u} X
File Edit Navigation Action Native Debugger Window Help
eHE#& P8I /7B BEY
“% Project Explorer raasta-classes.dex/Disassembly % [ AppHelp/Source
v (& C\Users\nicol\jeb2\jeb3-core\core\testdata\dex\ # Dalvik Disassembly , 301 methods, 351 fields) package com.pnfsoftware.raasta;
v @ raasta-classes.dex .class public AppHelp import andro
v | raasta-classes.dex +super Activity :.meor: and
P - import andr
v &8 decompiler .method public constructor <init>()V
@APPHEM) .registers 1 public class AppHelp extends
300 > invoke-direct Activity-><init>()V, pe @override // android.apg
return-void public void onCreate(Bur
.end method super.onCreate(args);
this.requestiindowFeature(1);
.method public onCreate(Bundle)v this.setContentView(@x7F030000);
.registers 6 iebView v = (WebView)this.findViewById(ex7Fe7eeee);
invoke-super Activity->onCreate(B WV, pe, pl v.loadData(this.getString(@x7Fe5eess), “text/html”, "utf-8");
const/4 vli, 1 v.setBackgroundColor(e);
< 4 invoke-virtual AppHelp->requestWindowFeature(I)z, pe, vi v.getsettings().setDefaultTextEncodingName( utf-8");
: u N ST const/highlé vl, ex7Fe3eoee }
A Filter: type "Enter” to validate invoke-virtual AppHelp->setContentview(I)v, pe, vl }
const/highls V1, @x7Fe7eeee
raasta-classes.dex/Hierarchy ° invoke-virtual AppHelp->findviewById(I)View, p@, vl
move-result-object ve
> - check-cast Ve, liebViel
i com const vl, @x7Fe50058
v i pnfsoftware invoke-virtual AppHelp->getString(I)st
. move-result-object w1
v fHiraasta const-string v2, "text/html
(© AppHelp const-string £-8"
® CoordinatesEs invul;zvirtual ->loadData(5tri tring, String)v, ve, vi, v2, v3
cons
© GeoTrace invoke-virtual ->setBackgroundColor(I)V, v, vi
© GpsManager invoke-virtual View->getSettings()uWebsettings, vo
MapViewE move-result-object
© apviewtx const-string v2, "utf-8
v (@ MockLocationGenerator invoke-virtual webSettings->setDefaultTextEncodingName(String)V, vi, v2
[ B SE  return-void
% 2
5 PATH,TURTLE,S.HELL. int it
"o PATH_ZIGZAG :int
a dir:int .class CoordinatesEs
dirX - int .super 0bj
a dirX :in
a dirY:int .field private lat:I
4 dist : int .field private lng:I
4 distXleft : int
& distYleft : int .method public constructor <init>(I, I)V
) .reg:.sters 4
a freqMs : int invoke-direct object-><init>()v, pe
& incr:int const Ve, -180000000
lat int if-1t pl, v@, :2E
4 lat:inf
alng:int cgnst Vo, 180000000
. if- 1, vO, :2E
4 locman : LocationManager &t RaRs
. patthe:lnt . Description Hex Dump | Disassembly Graph Strings Description Source
4 providername : String
4 timestampMs : long B Logger & Terminal raasta-classes.dex/Callgraph -
‘a MockLocationGenerator {..} /5 > help
. . : 11 v ]
% MockLocationGenerator(Locatiol help : help about the master interpreter Help Display relevant nodes Lock Keep Docked
° t t | tion( : Si | list : display a list of available console ports
genelare next_localion() - ample use <interpreter> : set the active console associated with this display; -1 for master
@ reset_generator() : void /39 v exit : exit the current interpreter and return to the master interpreter .
% S > Click here to generate the callgraph
P Filter: type "Enter” to validate
25.0M

coord: (3,4,34) | addr: Lcom/pnfsoftware/raasta/AppHelp;->onCreate(Landroid/os/Bundle;)V+8h | loc: ?
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Herramientas de Analisis Estatico - Jadx

File View Navigation Tools Help *New Project - jadx-gui - O X
= & B2 &k Q €« > R/L& 8|,
¢) Hilt_RoundedBottomSheetDialc 2 AndroidManifest.xml ¢, Main
© Hilt_SimpleExternalStorageSt 1y —

¢ Hilt_SimpleExternalStorageSt public final void Alq() {
if (!isFinishing()) {
Intent intent = getIntent();
if (intent != null && !"android.intent.action.MAIN".equals(intent.getAction()) &
Log.i("main/recreate_shortcut");
String string = getString(R.string.app_name);
Intent intent2 = new Intent();
intent2.setClassName(getPackageName(), "com.whatsapp.Main");
¢, InfoCard 188 intent2.addFlags(268435456);
¢, IntentChooserBottomSheetDial intent2.addFlags(67108864);

R ; Intent intent3 = new Intent();
¢, InteractiveAnnotation 2 s

€y Hilt_SingleSelectionDialogFr
¢y Hilt_SuspiciouslinkWarningDi
c) Hilt_WaPreferenceFragment

¢, HomeActivity

¢, HomePagerSlidingTabStrip

191 try {

g, InterceptingEditText 192 o :;.ntentB.putExtra("and*cid.intent.ext:‘a.shc*tcut.IHTENT“, Intent.parseUri
G KeyboardPopuplayout 193 } catch (URISyntaxException e) { 5

* s 194 StringBuilder ABc = AnonymousClass@@I.A@c("registername/remove-shortcut
Ce L:_I'Stltem“%thl'?ftlcon 195 Aec.append(e.getn‘-\essage()‘){); -
¢, ListItemWithRightIcon 196 Log.e(A@c.toString(), e);
¢, Main 197 ¥
& Me intent3.putExtra("android.intent.extra.shortcut.NAME", string);
™ g 199 intent3.setAction("com.android.launcher.action.UNINSTALL_SHORTCUT");
¢, MediaData 200 sendBroadcast(intentp);
¢, MessageDialogFragment 201 RegisterName.A@@2(this, getString(R.string.app_name));

202 AnonymousClass@@I.Aey(( (ActivityCe401leHp) this).A@9, "shortcut_version”, 1);

1

¢, Mp40ps
¢, MuteDialogFragment

J

if (this.A@9 &% !isFinishing()) {

¢, NativeMediaHandler 205 Intent intent4 = new Intent();

& PagerSlidingTabStrip intent4.setClassName(getPackageName(), "com.whatsapp.HomeActivity");
startActivity(intent4);

¢, PushnameEmojiBlacklistDialog overridePendingTransiticn (o, Oj:

¢, QrImageView ag }
¢, RequestPermissionActivity 218 finish();

¢, RevokelinkConfirmationDialog

b
(T

Issues: 9 12 errors 1364 wamings ~ Code  Smali
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Herramientas de Analisis Estatico - ...

s Tenemos también librerias con las que nosotros podemos crear nuestras propias
herramientas de analisis estatico:
> Lief: parser creado por Romain Thomas (ex-Quarkslab) para analizar las cabeceras de
distintos tipos de archivo (ELF de Linux, PE de Windows, DEX, Mach-O...)
> Capstone/Keystone: Desensamblador y Ensamblador creados por Nguyen Anh Quynh en
principio basado en el codigo de LLVM.
> Zydis: Desensamblador para x86 y x86-64, parecido a Capstone, pero sin soporte para
otras arquitecturas.
> Nyxtone: Desensamblador y Ensamblador creado por Emproof, basado en LLVM, escrito
en C++,
> ASM: Libreria para manipular bytecode de Java, escrita en Java.
> L.
% Por mi parte, en mi github podeéis encontrar:
> elfparser_e: un simple parser para ELF, escrito en C ofrece las estructuras basicas y tiene
un binding en Python.
> Shuriken-Library: libreria escrita por Shuriken-Group para el analisis de DEX y APK (de
momento), escrita en C++ con una APl en C y un binding en Python.
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Formato DEX




Archivos Dalvik EXecutable

% Dentro de un APK, la forma de distribuir el cddigo de las aplicaciones es a través de archivos Dalvik EXecutable
(DEX).

% Antiguamente el cddigo de un archivo DEX era ejecutado por la Dalvik VirtualMachine (DVM), actualmente es
compilado a nativo y ejecutado por el Android RunTime (ART).

* Los archivos DEX tienen ciertas limitaciones, por ejemplo, el maximo numero de clases dentro de un DEX son
65535, si una aplicacion tiene mas clases, un APK contendra mas de un DEX.

* Los archivos DEX son generados (normalmente) a partir de cédigo Java/Kotlin, que se compila a archivos “class” y

finalmente se juntan en un archivo DEX. e
classes.dex ’ AndroidManifest.xml } ‘ resources.arsc
Jjava > javac —> .class
4\* lib/ assets/
x86 armeabi- strings ‘ fonts
Jjava > javac —> .class I ds —>| classes.dex v7a

C]

META-INF/ res/

Jjava > javac —> .class ’MANIFEST.MF’ ‘ CERT.SF ’ .
Not compiled
resources

App Certificate
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Formato DEX

O/

% El formato DEX esta principalmente formado por tablas, estas tablas tienen contenido o indices a filas de otras

tablas.

> Una cabecera DEX al principio del archivo que indica la estructura del archivo, esta cabecera contiene offsets y tamaios
de otras partes de |la cabecera. Podemos encontrar otros datos como el magic number, etc.

> String IDs, esta tabla contiene todas las strings usadas en el DEX representadas en un formato conocido como uleb128.
Las demas cabeceras apuntaran a esta para nombres de clases, métodos, tipos, etc.

> Type IDs, todos los tipos usados en el cddigo Java. Tenemos los tipos fundamentales especificados con una sola letra (e.g.
Z para booleanos, B para bytes, D para double, V void, etc), asi como las clases usadas de las librerias y las creadas por el

programador.
> Proto IDs, tabla que contiene la estructura de los métodos, especificando el tipo de retorno y los parametros.
> Field IDs, tabla con informacidn de todos los fields del codigo, tipo y clase a la que pertenece.
> Method IDs, tabla con todos los métodos de la aplicacidn, contiene informacion de la clase a la que pertenece, también

apunta a una entrada a la tabla Proto ID con el prototipo del método.

> Class Defs, tabla con informacion sobre las clases de una aplicacidon. Esta estructura apunta a otras estructuras mas
complejas como AnnotationDirectoryltem con informacidn sobre fields, métodos y parametros. ClassDataltem con mas
informacion sobre fields, y métodos.
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Formato DEX - Cabecera

DEX Header

header

link_ids

string_ids

type ids

proto_ids

field_ids

method ids

class defs

data

annotation items

code items
annotation directory
interfaces
parameters
strings

debug items

annotation sets
static values
class_data
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Formato DEX - String IDs

header string_ids_offset_xv
link_ids J String Ids String Data
string_ids ID | Offset Len| String

type ids (|| 0 | offset 5 "test;"

proto_ids 1 | offset2 1 "V

field ids 2 | offset3 4 | "main"

method _ids | Stfing-fdsten i 3 | offset 4 3| out"

class defs

data N | offset N L

annotation items

code items
annotation directory
interfaces
parameters
strings

debug items

annotation sets
static values
class_data

Quarkslab




Formato DEX - Type IDs

header

link_ids q Ids String Ids

= . type _ids_offset
string_ids ’/ ID | Index ID | Offset
type_ids 1 o : 0 | offset 1
1 1 offset 2

proto_ids 1 X
type ids_size |
field ids X 2 | offset3
method ids || N X 3 | offset 4
class defs
data N | offset N
annotation items

code items
annotation directory
interfaces
parameters
strings
debug items
annotation sets
static values
class_data
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Formato DEX - Proto IDs

Type List

Size Type 1 Type N

header

i i proto_ids_offset
link_ids Proto Ids

string_ids Descriptor| Ret Type | Params

type_ids (11 x 0 0x... Type lds
ID Index

proto_ids

X 1 0x...
field ids X 2 ox... H
\

proto_ids_size <

method ids

String Ids
ID | Offset

0 | offset1

class_defs

X | X| X

data

annotation items
code items
annotation directory o1 offset 2
interfaces
parameters 2
strings
debug items

annotation sets 3 offset 4
static values

class_data

offset 3

N | offset N
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Formato DEX - Field IDs

header

link_ids

string_ids field_ids_offset™ T
type ids Field Ids

proto_ids Class Type Name

field ids 0 0

method ids field_ids_size{ 1 1
_ 0 1 I String Ids

X ID Offset
X 0 | offset 1
X

0
1
class_defs | 2 2 2 I
data \ \\_\ J 5
Ty I\ T

annotation directory N
interfaces

parameters
strings 2 offset 3
debug items

annotation sets
static values 3 offset 4

class_data

‘I offset 2

N | offset N

Quarkslab




Formato DEX - Method IDs

header method_ids_oﬁset/‘—ﬁ'
link_ids Method Ids Type List
string_ids Size Type 1 Type N
- Class Proto Name P d
type_ids
) 0 0 0
proto_ids Proto Ids
- - method_ids_size 1 1 1
field_ids Descriptor| Ret Type | Params
— ) 2 2 Type Ids
method ids
- \ N | A g o ID| Index
class defs 5. 0x...
: | X 1 X 0 ]
data 0X...
annotation items X
code items String |Ids
anno?atiorrl digctory X
ot ID| Offset
strings X
ar?r?gtlgigr??ests 0 | offset 1
static values
class_data o offset 2
2 | offset3
3 | offset 4
N | offset N
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Formato DEX - Class Defs

header

link_ids

string_ids

type_ids

proto_ids

field_ids

method_ids

class_defs

data

annotation items

code items
annotation directory
interfaces
parameters
strings

debug items

annotation sets
static values
class_data

/class_dm

~

class_defs_size

Class Def
class_idx | access flags |superclass|interfaces |source file| Annotations |classData | staticValues
0 PUBLIC 4 0x... -1 Annotations |classData | staticValues
1 STATIC 7 0X..: -1 Annotations |classData | staticValues
2 PRIVATE N 0x... 2 Annotations |classData | staticValues
T

AnnotationDirectoryltem

List<FieldAnnotation>

List<MethodAnnotation>

List<ParameterAnnotation>

[.]

[-]

(-]

FieldAnnotation

MethodAnnotation

ParameterAnnotation

Type List

— ->| Size I Type 1 l

| Type N ‘

\ Type Ids
! ID| Index
‘I 0 1
! 1 X
X
N X

ClassDataltem

StaticFields |InstanceFields

DirectMethods |VirtualMethods

[..] i

B [..]

|/

EncodedField

=

EncodedMethod

String Ids
ID | Offset
0 | offset1
S~ 1 | offset2
F» 2 | offset3
3 | offset4
N ‘ offset N
= N
\\
\
v
EncodedArray
Values

[-]

EncodedValue
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Shuriken-Analyzer




Shuriken-Analyzer

% Libreria escrita en C++ para el analisis de archivos DEX y APKs.

% 3 mddulos principales en la libreria:

> Parser del formato DEX: permite obtener todas las estructuras de la cabecera, todas las tablas antes mencionadas, y mas
informacidn como los bytes del cédigo de cada método, informacion de depuracidn (si estd disponible), etc.

> Desensamblador de DEX: una vez obtenido el bytecode de cada método, un desensamblador obtiene las instrucciones y
genera objetos para cada instruccion. Cada instruccion tiene un formato diferente, y permite mostrar la instrucciéon como
un string.

> C(Clases de analisis: clases que permiten generar el CFG de los métodos, y las cross-references de strings, fields, métodos y
clases.

s Como work in progress se esta disefiando una representacion intermedia utilizando MLIR (un framework parte
del proyecto LLVM).

% La libreria provee de una APl en C, esta APl en lugar de objetos, permite acceder a los datos a través de
estructuras.

% Utilizando la API en C, varios bindings estan también en progreso. Oficialmente soportado un binding en Python,

y en desarrollo uno en Rust.
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Shuriken-Analyzer

! \ -
; @ Android Lifter | Dbk
. : P : Instructions ‘
1 M LI R 1\ 4 1 ; Dex 3
1 ) 1 ! Structures | l
1 1 . ;
! . mlirGen :
e R R \ e - Recursive [WM oo
1 Ml .......... . ! aget-object v0, | 1 Dex i : Linear Sweep Traversal ——— Analysis
: \ L p0v0.. : Sotrbui(;tcutrse 146 00 04 00} Disass. By : 9 00 Jo "i——» | Objects
1 R ‘ i : | Reh :
; T I 1 § oo - Dex Analysis
; ) 5 - Dex Parser Dex Disassembler
; mlir::ModuleOp s :
. ' . l | |
1 1 SN p P S SR J S
T N :' i Dex i  aget-object v0, Analysis
2 pO. V0. i i Utilities
A e e "
< B
Shuriken S Disasse- Analysis
AP mbler Y
Shuriken Dex Interface
. 4
a
Shuriken APK Interface
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Shuriken-Analyzer - C++ API - 1

std::string test file = "path/to/dex/file.dex";

std::unique ptr<shuriken::parser::dex::Parser> dex parser =
shuriken: :parser::parse dex(test file);

auto &header = dex parser->get header();
auto &classes = dex parser->get classes();
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Shuriken-Analyzer - C++ API - 2

std::string test file = "path/to/dex/file.dex";

std::unique ptr<shuriken::parser::dex::Parser> dex parser = nullptr;
std::unique ptr<shuriken::disassembler::dex::DexDisassembler> dex disassembler = nullptr;

dex parser = shuriken::parser::parse dex(test file);
dex disassembler = std::make unique<shuriken::disassembler: :dex::DexDisassembler>(dex parser.get());

dex disassembler->disassembly dex();

for (auto disassembled method: disassembled methods) {
auto method = dex disassembler->get disassembled method(disassembled method.first);
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Shuriken-Analyzer - C++ API - 3

std::string test file = "path/to/dex/file.dex";

std::unique ptr<shuriken::parser::dex::Parser> dex parser = nullptr;
std::unique ptr<shuriken::disassembler::dex::DexDisassembler> dex disassembler = nullptr;
std::unique ptr<shuriken::analysis::dex::Analysis> dex analysis = nullptr;

dex parser = shuriken::parser::parse dex(test file);
dex disassembler = std::make unique<shuriken::disassembler::dex: :DexDisassembler>(dex parser.get());
dex disassembler->disassembly dex();
dex analysis = std::make unique<shuriken::analysis::dex::Analysis>(dex parser.get(),
dex disassembler.get(),
true);
dex analysis->create xrefs();
dex analysis->get fields();
for (auto &clazz: dex analysis->get classes()) {
auto &clazz value = clazz.second.get();
std::cout << clazz value.name() << "\n";
for (auto &method: clazz value.get methods()) {
auto method value = method.second;
if (!method value->external())
std::cout << method value->toString();:
}
}
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Shuriken-Analyzer - C API

hDexContext dexContext = parse dex(file);
disassemble dex(dexContext);
create dex analysis(dexContext, true);

analyze classes(dexContext);

size t nr_of classes = get number of classes(dexContext);
uintl6é t 1i;
for (i = 0; 1 < nr_of classes; ++i) {
hdvmclass t * class = get class by id(dexContext, 1i);
const char * name = class ->class name;
hdvmclassanalysis t * class analysis = get analyzed class(dexContext, name);

for (uint32 t j = 0; j < class analysis->n of methods; j++) {
hdvmmethodanalysis t * method analysis = class analysis->methods[j];
printf("%ss\n", method analysis->full name);
basic blocks t * basic blocks = method analysis->basic blocks;
for (uint32 t z = 0; z < basic blocks->n of blocks; z++) {
hdvmbasicblock t * basic block = basic blocks->blocks[z];
printf("%ss\n", basic block.block string);

roy dex(dexContext);
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Shuriken-Analyzer - Python API

file = "path/to/apk/file.apk
apk = Apk(file, True)

for j in range(apk.get number of dex files()):
dex file = apk.get dex file by index(j)

for i in range(apk.get number of strings from dex(dex file)):
str raw = apk.get string by id from dex(dex file, 1i)
print(f"Retrieved string: {str raw}")
str analysis = apk.get analyzed string from apk(str raw)
if str analysis:

print(f"{str analysis.value} contains analysis {str analysis.n of xreffrom} xrefs")

for i in range(apk.get number of classes for dex file(dex file)):
class : hdvmclass t = apk.get hdvmclass from dex by index(dex file, 1i)
class _analysis: hdvmclassanalysis t = apk.get analyzed class from apk(class name)
for j in range(int(class analysis.n of methods)):
method analysis: hdvmmethodanalysis t = class analysis.methods[j].contents
for j in range(int(class analysis.n of fields)):
field analysis: hdvmfieldanalysis t = class analysis.fields[j].contents

Quarkslab



Manos a la obra :D




Eso es todo amigos

Y/

*» Shuriken es un proyecto open source, y mantenido por
Shuriken Development Group, podéis descargar y
contribuir en:
https://github.com/Shuriken-Group/Shuriken-Analyzer

% G@Gracias a:
> Robert Yates (@yates82)
> Jasmine Tang (@thisisjjasmine)
> Antonio Nappa (@jeppojeps)

% Si queréis saber mas sobre mi trabajo, podéis consultar:
https://www.quarkslab.com/software-protection-gshield/
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Muchas Gracias
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